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The digital signal processing (DSP) intellectual property (IP) cores are the integral part of
consumer electronic systems, used to facilitate applications such as image, audio and
video processing etc. with higher efficacy and low cost [1],[2].

The DSP IP cores such as JPEG, MPEG, DCT and digital filters like FIR, IIR are widely
used in several electronic gadgets such as digital camera, cellular phones, smart watches
etc.

High demand of hardware accelerators.

Therefore, in order to tradeoff the supply and demand, these hardware
accelerators are developed and delivered by the third-party vendors (sellers),
this scenario indeed may lead the major security concerns to end consumer
along with IP buyer and seller [7].
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Contemporary Approaches

• The watermarking approach: [3], embeds the signature during lower abstraction level
of the design. It provides the piracy detection by embedding the watermark of IP vendor
only, but is incapable of tracing the illegal distribution of IP cores.

• [4], Protects the rights of IP buyer and seller but at lower abstraction level of the design.

• Hardware steganography [6] address the IP counterfeiting threat by embedding the
secret stego-constraints into the design .

• However if the encoding rules and the secret value of chosen entropy threshold are
leaked to an adversary, then the secret stego-mark may become weak.

Multivariable fingerprint and watermark [5] embeds the multi variable finger print of
IP buyer and watermark of IP seller during HLS.

However, is not robust as the proposed facial biometric pairing-based approach.
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This paper presents a robust security methodology for protecting the rights of IP 
vendor along with IP buyer, in hardware IP cores using facial biometric.

The approach, firstly embeds the facial biometric signature of IP buyer.

Subsequently, post obtaining the embedding design with IP buyer signature, the 
facial biometric signature of IP vendor is embedded.

Offerings:

Symmetrical protection of ownership rights with zero design cost overhead.

The embedded signature of IP vendor can also be used to detect the pirated IPs. 

Higher security in terms of lesser probability of coincidence (Pc) than state of the 
art approaches.

5

Overview of Proposed Approach
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Threat to IP seller:

An IP buyer may falsely claim the IP ownership rights, post receiving the IP.
Therefore, a robust security mechanism must be integrated in order to safeguard the
rights of IP seller.

Threat to IP buyer:

An untrustworthy IP seller may distribute/ sell the illegal copies of custom IP
(designed based on the IP buyer specification).

An adversary in offshore design house may counterfeit the design without the
knowledge of original IP seller.

This may lead to illegal use of custom IPs.

6

Threat Model
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Thematic Design Flow

Secured 
CE devices

Secured IP 
core

Buyer fingerprint biometric and seller facial biometric embedded in IP cores to protect against false claim of ownership threat

Seller-1 Seller-1 Buyer-2Buyer-1

IP-1 IP-2

 False claim of

IP ownership

IP core security 

approaches

Seller’s secret 

data

 Piracy detection

 Illegal IP distribution

IP core security 

approaches

Buyer’s secret 

data
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Design Flow of Proposed Work

Locally altered register allocation information table after 
embedding facial security constraints corresponding to 

authentic IP buyer

Locally altered register allocation information table after 
embedding facial security constraints corresponding to 

authentic IP vendor

Embedding secret hardware security constraints covertly

Construct DFG of the design (unprotected)

Perform scheduling of the DFG

Perform hardware allocation and binding of resources

Tabulate register allocation information 

Behavioral synthesis process

Library Available resources DSP kernels
Inputs to proposed methodology

Facial biometric of IP buyer

Generate hardware security 
constraints corresponding to IP 

buyer

Derive digital template from facial 
biometric of IP buyer

Encoding rules specified 
by IP user

Perform truncation

Facial biometric of IP seller

Generate hardware security 
constraints corresponding to IP 

seller

Derive digital template from facial 
biometric of IP seller

Encoding rule specified 
by IP supplier

Perform truncation

Embed secret hardware security 
constrains corresponding to facial 

biometric of IP supplier 

Embed secret hardware security 
constrains corresponding to facial 

biometric of IP user 

protected RTL datapath design for DSP hardware 
accelerators using facial biometric pairing of IP user 

and IP seller, as digital evidence
Protected CE systems
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Generating Hardware Security Constraints for 
Facial Biometric of the IP Buyer

Subjecting the captured facial image 
with grid size and spacing

IP buyer selected feature set

Assign naming conventions on nodal 
points

Generate the facial image with chosen features
Input image of IP buyer captured using 

high resolution camera

Nodal points generation process

Binarize feature 
magnitude

Feature dimension evaluated using 
Manhattan equation (|x2-x1|+|y2-y1|)

Co-ordinates (x1, y1)-
(x2, y2)

Naming convention 
of points

Facial features

110101001425(260, 145) & (260,570)(P1) & (P18)Face Height (HF)
10010001145(260, 145) & (260, 290)(P1) &(P2)Height of Forehead (HFH)
1101110110(260, 290) & (260, 400)(P2) & (P11)Nasal Ridge Width (WNR)

10011011155(185, 315) & (340, 315)(P3) & (P4)Inter Pupillary Distance (IPD)
101000080(140, 325) & (220, 325)(P5) & (P6)Ocular Breadth (OB)

11111010250(140, 325) & (390, 325)(P5) &(P8)Bio- Ocular Breadth (BOB)
100101175(220, 325) & (295, 325)(P6) & (P7)Inter – Ocular Breadth (IOB)

100101100300(110, 370) & (410,370)(P9) &(P10)Face Width (WF)
101111195(205, 425) & (300, 425)(P12) & (P15)Nasal Breadth (NB)
10110145(230, 425) & (275, 425)(P13) & (P14)Nasal Base Width (WNB)

10000010130(190, 485) & (320, 485)(P16) & (P17)Oral Commissure Width(OCW)

Calculating the Feature Dimensions of Chosen Features
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Cont.
 For example, if IP buyer selects following facial features among the total specified

features, in the following concatenation order such as:

“HFWNROBIOBNBOCWWNBWFBOB”.

 Then, the generated facial signature will be as follows:

11010100111011101010000100101110111111000001010110110010110011111010

 Subsequently, hardware security constraints are generated based on following inputs:

 Facial signature,

 Scheduled DSP design and its register allocation information,

 Encoding rule specified by the IP buyer.
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Fig. Scheduled DFG of IIR filter corresponding to resources 
(one adder, two multipliers and one subtractor)

 Encoding rule:

 For signature bit ‘0’ implant the security
constraints between the storage variable
pairs where both the variables (P) are even.

 For bit ‘1’ implant the security constraints
between the storage variable pairs where
first variable is 0 and second variable can
be of any unused available integer value.

Hardware security constraints (for
IP buyer):

• For signature bit ‘0’(P0-P2), (P0-P4),
(P0-P6), (P0-P8), (P0-P10), (P0-P12), (P0-
P14), ,..……...,(P4-P14),

• For signature bit ‘1’(P0-P1), (P0-P3),
(P0-P5),…..(P0-P25).
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Generating security constraints corresponding to 
Facial biometric IP seller

R14R13R12R11R10R9R8
R7R6R5R4R3R2R1

CS
(I)

P13P12P11P10P9P8P7P6P5P4P3P2P1P00
P13P12P11P10P9--P15P6P5P4P3P2P14P151
P13P12P11----P17P18P6P5P4P16P16P17P172
P13----------P18P6P20P19P18P21P21P213
--------P23----P22P20P19----P23P234
--------------P22P20------P24P245
--------------P22------P25P25P256
------------------------P26P267

Register Allocation Information Post Embedding the Facial Biometric Driven Security Constraints Corresponding to IP 
Buyer and IP Seller 

 Generate hardware security constraints are generated based on :

 Facial biometric signature of IP seller,

 Scheduled DSP design and its register allocation information,

 Encoding rule specified by the IP seller.

Embedding Facial constraints of IP buyer and seller into design
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Nullifying False Ownership Claim and Detecting Piracy

Register allocation information from the RTL design 
under test 

Re-generate facial security constraints from the 
authentic facial image of an IP vendor

Matching of 
facial 

constraints with 
the extracted 
information 

Design is 
authentic 

YES
Design is 

counterfeited 

No

 False claim of

IP ownership

 Piracy detection

 illegal IP distribution
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Results and Analysis
The proposed approach is analyzed in terms of security strength and design cost overhead.
 Security Analysis:
The security of the proposed approach is analyzed in terms of probability of coincidence (Pc).
• The Pc metric is formulated as follows [5]:

                                                                           Pc = 1 −
ଵ

఑

ఞ
(1)
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Symmetrical protection using proposed approach

Symmetrical Protection  using Robust Fingerprinting and
Watermarking  [5]
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Results and Analysis
Design cost Analysis:

▸ Design cost (Φ) for enabling the symmetrical protection of IP rights for buyer and seller by
integrating the security during higher abstraction level of the design process, is formulated as
follows:

Φ = ɳ1
Ωಲ

Ωಾೌೣ
+ ɳ2

℧ವ

℧ಾೌೣ
(3)

% Design 
cost 

overhead

Design cost after embedding 
facial biometric of IP seller

Design cost after embedding 
facial biometric of IP buyer

Design cost of 
baseline design

Resource 
configuration

No. of 
registers 

(𝛅)

DSP 
benchmarks

0.00%0.4470.4470.4471(+), 2(*)16DCT-8point
0.00%0.56970.56970.56971(+), 3(*)16FIR
0.00%0.21780.21780.21783(+), 3(*)129JPEG-codec
0.00%0.41210.41210.41212(+), 4(*)16ARF
0.00%0.52470.52470.52471(+),2(*),1(-)14IIR

TABLE IV
Design Cost of the Proposed Approach Post Embedding Facial Biometric Signature of IP buyer and then of IP Seller into the Design
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