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Introduction

Intellectual Property (DSP IP cores):

Chips, Integrated circuits, and other designs owned by a company, designer, or manufacturer.
Processors, Co- Processors(DSP) and other Consumer Electronics hardware.

These co-processors performs various data-intensive and power-hungry applications involving massive
computations like data compression-decompression, digital data filtering, and different complex
mathematical calculations.

Due to globalization of design supply chain, the reusable IP cores or ICs are prone to various
hardware threats.
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Figure 1: IC design process



Introduction - Security issues

Security issues associated with IP Cores :

Security Issues

| " | | Intellectual property(IP) | Different product having same name.
’ Counterfeiting-

. Overproduction- Exceeding the specified licensing limit
(illegally) of manufactured IPs .




Different levels in IP core design

Abstraction levels in IP core(H/W) design:
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Abstraction levels:

Abstraction levels:

X/
0.0

System level

Represent the design at the highest level of abstraction
design (or application) is in the form of system specifications/input-output
At this level, functionality, space, speed and power requirement are considered

Algorithmic level

Design description in terms of behavior
Control data flow graph is a popular intermediate representation of the design at the this level
Also known as electronic system level (ESL) or behavioural level

Register transfer level

Interconnection between different units such as arithmetic and logic unit (ALU), control unit, storage hardware

Logic level

Represents the design in terms of logic gates

Physical level

Physical/Layout representation of the design
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HLS

High Level Synthesis procedure and its importance:

High level >
specification

Application
benchmarks such
as filter, FFT,
FIR, DCT, etc.

Conversion of the
application into
data flow graph

(DFG)

Design space
exploration of
architectures

Binding

Schedulingx

Allocation and

(Sequencing)

A 4

Determination
of data path
circuit

Determination

\ 4

of control path
circuit

\4

Development of the full system
by combination of Data and
Control path

RTL
||~ Structure

Y

Importance of HLS:
Shorter
Reduces the design cycle

design  cycle.

due to automation of
design process.

Easy error handling.

Ability to search the design
space (optimal resource
constraints).

Decisions made at higher
levels has a great impact on

lower levels.



Security classification tree

DSP IP security classification tree:

Security of Data Intensive DSP and Multimedia IP Core

N

Security based on detective control Security based on preventive control
— Signature based approach  Non-signature based approach  Security using structural  Security using functional
obfuscation obfuscation
—» Watermark based approaches Steganography based

—» Functional obfuscation

authentication[4] — Folding based [8] ; :
using xor-xnor pair [12]

— Multiple high level

transformations — Functional obfuscation

Multi-variable watermarking [1]
I Multi-phase watermarking [2]

Multilevel Watermark[3] based [9] [10] using Mux based
obfuscation cells [13]
Structural obfuscation Functional obfuscation

—» Digital signature based

authentication [5] on JPEG CODEC [11] using robust ILBS [14]

> Biometric based approaches

Facial biometric [6]
I Fingerprint biometric [7]

Palmprint biometric [20]



Hardware security requirement

Security need:

Protection against threat of IP ownership is to authenticate genuine IP vendor/ designer in case of
soc integrator falsely claiming the ownership of the IP core.

Protection against IP piracy is to authenticate SoC integrator/ user from dishonest IP vendor selling
extra copies of IPs and blaming the user.

Trojan can be inserted at any stage of IP design and is not easily detectable during testing phase of IP
design or remains dormant until the happening of some specific triggering/ timing event.

Counterfeited IPs may cause leakage of credential information/ passwords, drowning energy
resources, excessive heat dissipation of the IC components, and abnormal functioning or denial of
service of the underlying computing device.

Therefore, detective and preventive control of IP core from the SoC integrator’s perspective must be
mandatory.



Previous works

Related Work :

2. Rajendran and
Zhang [16] (2013)

Concurrent error detection (CED)
approach using multiple 3"-party IP
(3PIP) vendors for Trojan detection.

Making DSP design Trojan
detectable not Trojan
resistant. Further, it does not
considers optimization.

4. A. Sengupta and M.
Rathor [7] (2020)

Fingerprint biometric based hardware
security approach.

Not contact-less and prone to
external environmental
factors such as dirt and grease
etc.
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Paper-1

IP core steganography used for protecting DSP kernels used in CE
systems [4]:

® A Novel approach based on steganograpgy technique has been used for protection of complex
reusable IP Cores used in CE Systems.

® The proposed approch is signature-free and capable of generating hardware security constraints for
securing a DSP Kernel application.

e [t makes use of the register allocation table of DSP kernel application itself to generate hardware
security constraints.

® The generated hardware security constraints then embedded in the [P Cores degine to authenticate
genuine [P Maker.

® Threshold entropy option in the approach provides more control to designer as compared to

signature based approach.

[4]. A. Sengupta and M. Rathor, “IP Core Steganography for Protecting DSP Kernels Used in CE Systems,” in IEEE
Transactions on Consumer Electronics, vol. 65, no. 4, pp. 506-515, Nov. 2019, doi: 10.1109/TCE.2019.2944882.
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Steganography-based Solution
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chart of
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Solution cont. ;

Generation of hardware security constraints from register allocation

table [4]:

T4

R|T0 G 1 BI‘TZ T3 0
C1
T5

2
18 16 g)w
/ -

A~ C4

Figure 3: Scheduled data flow graph
of 4-point DCT with 1(+) and 2(*)
before secret constraint embedding.

R G Bl
Co TO T1 T2 T3
C1 T4 TS5 L2 T3
Cc2 T8 - T6 7
C3 T9 - - T7
Cc4 T10 - - -

Table 1: Register allocation table of
storage variables (T0-T10) of DCT-4.

R G Bl 0 \i
0 TO TI T2 T3
caa 15 1™ 12 T3 -
a - - m T6 T8
(3 - T6 19
4 - T10

Table 2: Register allocation table of
storage variables (T0-T10) of DCT-4

post signature embedding.

T3 Co
C1
C2
T8 T7
C3
T9
C4
b T10

Figure 4: Scheduled data flow graph
of 4-point DCT with 1(+) and 2(*)
after secret constraint embedding.

Possible edge Maximum entropy Possible edge Maximum entropy Possible edge Maximum entropy
<T1, T5> 2 <T0, T9> 3 <T4, T10> 3 . -
<T2. T6> 3 <T0, T10> 3 <T8, T9> > Table 3: Addiltlonal edges
<T3, T7> 3 <T4, T8> 3 <T8, T10> 3 (hardware security constraints )
<T0, T4> 2 <T4, T9> 3 <T9, T10> 3 generated for DCT-4. 13
<T0, T8> 3 - - -




Paper-2
Embedding Digital Signature Using Encrypted-Hashing for
protection of DSP cores in CE [5]:

® A novel approach named multi-level encoding and encrypted-hash based digital signature for
protection of complex reusable IP cores used in CE Systems.

® The proposed approch is capable of encoding a DSP Kernel application.
® Digital signature is generated using RSA with the help of messege digest of encoded application.

® The generated signature is then mapped to its corresponding hardware security constraints based
on a mapping rule and then implanted in IP cores degine to authenticate genuine I[P Maker.

[5]. A. Sengupta, E. R. Kumar and N. P. Chandra, “Embedding Digital Signature Using Encrypted-Hashing for Protection
of DSP Cores in CE,” in IEEE Transactions on Consumer Electronics, vol. 65, no. 3, pp. 398-407, Aug. 2019, doi:
10.1109/TCE.2019.2924049. 14



Digital signhature based solution

Digital-signature based security approach ([5]) :

INPUTS

Resource
configuration

DFG of the DSP
application

Rule: If OPN and CS are of same]
parity, then bit = ‘07, else *17
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Figure 5: Details of the digital signature embedding approach.

:

:

1
Encrypted | Encode

bitstream :

1

'

3. Initialize 512-bit hash buffer.
4. Perform Round function.
5. Compute bitsiream digest.

Ise between <even, even™ node pair.

¥

bit value of encrypted bitstream based on the
rule

Digital signature | constraints

Embed the digital signature in the
register allocation phase

1
Rule: If bit is “0°, extra edge added between <prime, prime>:



Solution cont. :

SDFG of 8-point DCT and its corresponding RAT ([5]) :
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Figure 6: Scheduled DFG of 8-point DCT
with storage variables.

Control R G O Y C B
Step

0 Vo vV, V4 - - - -
1 V) Vs Vs V5 Vo Vi -
2 Vi Vi Vs Vi Viz Via Vis
3 Vi Vi Vis Vio Vi Vis -
4 Vis - Vis Vi Vi Vis -
5 V]‘J = V]‘ = V]Z V]? =
6 Vo - Vis - - Vis -
7 Va - - - - Viz -
8 Vi - - - - - -

Table 4: Register allocation table of 8-
point DCT before embedding digital

security constraints
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Solution cont. ;

CIG of 8-point DCT and RAT after digital signature embedding [5]:

Contol. ' R G 0 Y C BI
Step
0 Vo V, Vy - - - -
1 Vs Vi Vs v, Vy Vi =
2 Vi Vi Vs Vie Viz Vis Vs
3 Via = Vis Vi Viz Viz Vs
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5 Vig - Vis - Viz Vir -
6 Vz:} = V]S = = V 17 =
7 Vs - - - - Vis -
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Table 5: Register allocation table of 8-

Effective signature point DCT post embedding digital
——1—> Existing CIG Edges security constraints

[——1——> Default signature

Figure 7: Colored interval graph of 8-point DCT after
embedding digital signature constraints



Security metrics

Evaluation parameters:

> Evaluation of Robustness Using Probability of Coincidence (Pc):

1 f
P.=(1—- ‘c’ denotes the number of registers used in the CIG and ‘f” denotes
C the number of hardware constraints added.
> Evaluation of tamper tolerance (TT):
TT = (W)f ‘w’ is the number of types of digits in the signature and ‘f’ is the

signature size (or the number of corresponding hardware security
constraints)
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Limitations

Limitations of the state-of-art approches:

Limitations of non-signature based hardware security based approach (steganography-based
approach) — the approach becomes weak if the chosen threshold entropy value gets compromised.
Further, it is incapable of handling backdoor trojan insertion.

Limitations of digital signature based hardware security approach- the security of the digital
signature secured hardware IP core gets compromised in case if adversary manages to access the
following details such as encoding rule and signature size. Further, it is incapable of handling
backdoor trojan insertion.

Limitations of biometric-based hardware security approach- the biometric-based approaches
enable the robust security against counterfeited detections of IP core. However they are incapable of
handling the threats due to back-door trojan insertion and reverse engineering.
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Conclusion

Thank You!
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